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Abstract of the contribution: This paper discusses an alternative to delay reporting Data Off deactivation until session management back off timer expires or stopped to mitigate the network congestion.

1 Introduction

In SA2#128bis, S2-188815 proposed that the UE shall immediately report a change of its 3GPP PS Data Off status in PCO by using UE requested PDU Session Modification procedure if the 3GPP PS Data Off status for any DNN is changed while the back-off timer for the DNN is running, regardless of the Data Off status.
2 Discussion
2.1 Session management back off timer in 5GS
Per 23.501, back off timer related to session management may be provided by the SMF to the UE in the following cases:
5.19.7.3
DNN based congestion control

5.19.7.4
S-NSSAI based congestion control

Below clause 5.19.7.3 is used as input for discussion.
5.19.7.3
DNN based congestion control

The use of the DNN based congestion control is for avoiding and handling of NAS signalling congestion associated with UEs with a particular DNN regardless of S-NSSAI. Both UEs and 5GC shall support the functions to provide DNN based congestion control.

SMFs may apply DNN based congestion control towards the UE by rejecting PDU Session Establishment/Modification Request messages towards a specific DNN, from the UE, with a back-off timer and the associated DNN. The SMF may release PDU Sessions belonging to a congested DNN by sending a PDU Session Release Request message towards the UE with a back-off timer. If back-off timer is set in the PDU Session Release Request message then the cause "reactivation requested" should not be set.
[Observation-1] The SMF may reject PDU Session Modification Request message when congestion control is applied.

[Proposal-1] The SMF shall not reject PDU Session Modification Request message if it’s for 3GPP PS Data Off status reporting.
When DNN based congestion control is activated at AMF e.g., configured by OAM, the AMF provides a NAS Transport Error message for the NAS Transport message carrying an SM message and in the NAS Transport Error message include a back-off timer and the associated DNN. While the back-off timer for the specific DNN is running, then the UE will not send any NAS messages for the specific DNN.

Upon reception of the back-off timer for a DNN, the UE shall take the following actions until the timer expires:

-
If DNN is provided in association with the back-off timer, the UE shall not initiate any Session Management procedures for the congested DNN. The UE may initiate Session Management procedures for other DNNs. The UE shall not initiate any Session Management procedure for the corresponding APN when UE moves to EPS;

-
If DNN is not provided in association with the back-off timer, the UE shall not initiate any Session Management requests of any PDU Session Type without DNN. The UE may initiate Session Management procedures for specific DNN;

-
Cell/TA/PLMN/RAT change, change of untrusted non-3GPP access network or change of Access Type does not stop the back-off timer;

-
The UE is allowed to initiate the Session Management procedures for high priority access and emergency services even when the back-off timer is running; and
[Observation-2] The UE is allowed to initiate Session Management procedure for high priority access and emergency services even when the back-off timer is running.
-
If the UE receives a network initiated Session Management Request message for the congested DNN while the back-off timer is running, the UE shall stop the Session Management back-off timer associated with this DNN and respond to the 5GC.
[Observation-3] If the SMF initiates session management procedure, it means that congestion stops, this also implies, if congestion control still applies, the SMF is not expected to initiate any session management procedure.
The UE is allowed to initiate PDU Session Release procedure (e.g. sending PDU Session Release Request message) when the back-off timer is running.

NOTE 3:
The UE does not delete the related back-off timer when disconnecting a PDU Session.

[Observation-4] The UE is allowed to initiate PDU Session Release procedure when the back-off timer is running. PDU Session Release can help to mitigate the congestion situation. 
The UE shall support a separate back-off timer for every DNN that the UE may use.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the 5GC should select the back-off timer value so that deferred requests are not synchronized.

The DNN based Session Management congestion control is applicable to the NAS SM signalling initiated from the UE in the Control Plane. The Session Management congestion control does not prevent the UE to send and receive data or initiate Service Request procedures for activating User Plane connection towards the DNN(s) that are under Session Management congestion control.
2.2 Reporting of Data Off status change when session management back-off timer is running in 5GS
When back-off timer is running due to DNN or S-NSSAI based congestion control, the user may change the Data Off status, i.e. activate or deactivate Data Off.
2.2.1 Data Off is activated when back-off timer is running

When the Data Off status is changed to “activated”, this information shall be reported to the network immediately so that the network can apply the corresponding policy (i.e. block all DL data packets except for those belonging to the 3GPP Data Off Exempted Services) to avoid the unexpected billing to the user. Besides, blocking packets not belonging to the 3GPP Data Off Exempted Services can also mitigate the network congestion.
[Propose-2] The UE shall report immediately the Data Off activation to the network even if the session management back off timer is running, which is the same as proposed in S2-188815.
2.2.2 Data Off is deactivated when back-off timer is running in 5GS
When the Data Off is changed to “deactivated”, if the session management back off timer is running, there can be two options for the UE:

· Option-1 UE immediately reports the Data Off deactivation as proposed in S2-188815.
· Option-2 UE delays the reporting of Data Off activation until the session management back off timer expires or is stopped.
Table 1 Comparison of Option-1 and Option-2 
	                     Options


Aspects
	Option-1 UE immediately reports Data Off deactivation
	Option-2 UE delays Data Off deactivation reporting until back off timer expires or is stopped

	Network congestion situation
	The network congestion situation may become worse due to (1) additional signalling for the reporting; and (2) possibly more user data to be transferred at Data Off deactivation, depending on the number of users doing Data Off status change, and how frequently that the Data Off status is changed.
	Network congestion may be mitigated by limiting UE-Network signalling whenever possible and by limiting the user data transfer.

	End user experience
	The user may be able to use more data services (than those in 3GPP Data Off Exempt Services), however, those packets may get dropped due to network congestion, and in this case, the end user experience is affected.
	The user will not be able to use more data services (than those in 3GPP Data Off Exempt Services) until the back off timer expires or is stopped. End user experience is affected.

	UE impact
	Same logic for Data Off activation and deactivation
	Different logic for Data Off activation and deactivation when session management back off timer is running


It’s proposed to adopt Option-2, considering that limiting both signalling and user data when possible could help to mitigate the network congestion.
[Propose-3] It’s proposed that the UE not report the Data Off deactivation until the session management timer expires or is stopped to mitigate the network congestion. This applies to 5GS, EPS and GPRS. This also means that change in S2-188815 needs to be updated.
2.3 EPS/GPRS: Reporting of Data Off status change when session management back-off timer is running 
Per TS 23.401, e.g. clause 4.3.7.4.2.2 states the following:

4.3.7.4.2.2
APN based Session Management congestion control
…
The MME may reject the EPS Session Management (ESM) requests from the UE (e.g. PDN Connectivity, Bearer Resource Allocation or Bearer Resource Modification Requests) with a Session Management back-off timer when ESM congestion associated with the APN is detected…
[Observation-5] The MME may reject Bearer Resource Modification Request when congestion control is applied.

Per TS 23.060, e.g. clause 5.3.6.2.2, there is following 
5.3.6.2.2
APN based Session Management congestion control
…

The SGSN may reject the Session Management (SM) requests from the MS (e.g. Activate PDP Context, Secondary PDP Context and Modify PDP Context Requests) with a Session Management back-off timer for congested APNs...
[Observation-6] The SGSN may reject UE initiated Modify PDP Context Request when congestion control is applied.

Data Off status is included in PCO (Protocol Configuration Option) or ePCO which is transparent to the MME or the SGSN. 
MME rejecting Bearer Resource Modification Request except for Data Off reporting implies that the MME need to decode the PCO/ePCO which violates the design principle of PCO/ePCO. It’s proposed that the MME not reject Bearer Resource Modification Request even when the session management back off timer is running. An alternative is that MME does not reject Bearer Resource Modification Request if PCO/ePCO is included.

[Proposal-4] It’s proposed that the MME not reject Bearer Resource Modification Request even when the session management back off timer is running. An alternative is that MME not reject Bearer Resource Modification Request if PCO/ePCO is included.

[Proposal-5] It’s proposed that the SGSN not reject UE-initiated Modify PDP Context Request even when the session management back off timer is running. An alternative is that MME not reject UE-initiated Modify PDP Context Request if PCO/ePCO is included.
3 Proposal
[Proposal-1] The SMF shall not reject PDU Session Modification Request message if it’s for 3GPP PS Data Off status reporting.
[Propose-2] The UE shall report immediately the Data Off activation to the network even if the session management back off timer is running.
[Propose-3] It’s proposed that the UE not report the Data Off deactivation until the session management timer expires or is stopped to mitigate the network congestion. This applies to 5GS, EPS and GPRS. This also means that change in S2-188815 need an update.
See 23.501 CR S2-1810128.
See 23.401 CRs under [Proposal-4] and 23.060 CRs under [Proposal-5].
[Proposal-4] It’s proposed that the MME not reject Bearer Resource Modification Request even when the session management back off timer is running. An alternative is that MME not reject Bearer Resource Modification Request if PCO/ePCO is included.

See 23.401 CR S2-1810125 (Rel-14), S2-1810126 (Rel-15) and S2-1810127 (Rel-16), assuming that MME does not reject Bearer Resource Modification Request
[Proposal-5] It’s proposed that the SGSN not reject UE-initiated Modify PDP Context Request even when the session management back off timer is running. An alternative is that MME not reject UE-initiated Modify PDP Context Request if PCO/ePCO is included.
See 23.060 CR S2-1810123 (Rel-14) and S2-1810124 (Rel-15), assuming that SGSN does not reject UE-initiated Modify PDP Context Request.
Annex: Except from TS 23.501 v15.3.0
5.19.7
NAS level congestion control

5.19.7.1
General

NAS level congestion control may be applied in general (i.e. for all NAS messages), per DNN, per S-NSSAI, per DNN and S-NSSAI, or for a specific group of UEs.

NAS level congestion control is achieved by providing the UE a back-off timer. To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the 5GC should select each back-off timer value so that the deferred requests are not synchronized. When the UE receives a back-off timer, the UE shall not initiate any NAS signalling with regards to the applied congestion control until the back-off timer expires or the UE receives a mobile terminated request from the network, or the UE initiates signalling for emergency services or high priority access.

AMFs and SMFs may apply NAS level congestion control, but should not apply NAS level congestion control for high priority access and emergency services.

5.19.7.2
General NAS level congestion control

Under general overload conditions the AMF may reject NAS messages from UEs using any 5G-AN. When a NAS request is rejected, a Mobility Management back-off timer may be sent by the AMF and AMF may store the back-off time per UE if AMF maintains the UE context. The AMF may immediately reject any subsequent request from the UE before the stored back-off time is expired. While the Mobility Management back-off timer is running, the UE shall not initiate any NAS request except for Deregistration procedure and except for high priority access, emergency services and mobile terminated services. After any such Deregistration procedure, the back-off timer continues to run. While the Mobility Management back-off timer is running, the UE is allowed to perform Registration for mobility registration update if the UE is already in CM-CONNECTED state. If the UE receives a paging request or a NAS notification message from the AMF while the Mobility Management back off timer is running, the UE shall stop the Mobility Management back-off timer and initiate the Service Request procedure or the Registration procedure for mobility registration update.

The Mobility Management back-off timer shall not impact Cell/RAT/Access Type and PLMN change. Cell/RAT and TA change do not stop the Mobility Management back-off timer. The Mobility Management back-off timer shall not be a trigger for PLMN reselection. The back-off timer is stopped as defined in TS 24.501 [47] when a new PLMN that is not an equivalent PLMN is accessed.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the AMF should select the Mobility Management back-off timer value so that the deferred requests are not synchronized.

The AMF should not reject Registration Request message for mobility registration update that are performed when the UE is already in CM-CONNECTED state.

For CM-IDLE state mobility, the AMF may reject Registration Request messages for mobility registration update and include a Mobility Management back off timer value in the Registration Reject message.
If the AMF rejects Registration Request messages or Service Request with a Mobility Management back-off timer which is larger than the sum of the UE's Periodic Registration Update timer plus the Implicit Deregistration timer, the AMF should adjust the mobile reachable timer and/or Implicit Deregistration timer such that the AMF does not implicitly deregister the UE while the Mobility Management back-off timer is running.

NOTE:
This is to minimize unneeded signalling after the Mobility Management back-off timer expires.

5.19.7.3
DNN based congestion control

The use of the DNN based congestion control is for avoiding and handling of NAS signalling congestion associated with UEs with a particular DNN regardless of S-NSSAI. Both UEs and 5GC shall support the functions to provide DNN based congestion control.

SMFs may apply DNN based congestion control towards the UE by rejecting PDU Session Establishment/Modification Request messages towards a specific DNN, from the UE, with a back-off timer and the associated DNN. The SMF may release PDU Sessions belonging to a congested DNN by sending a PDU Session Release Request message towards the UE with a back-off timer. If back-off timer is set in the PDU Session Release Request message then the cause "reactivation requested" should not be set.

When DNN based congestion control is activated at AMF e.g., configured by OAM, the AMF provides a NAS Transport Error message for the NAS Transport message carrying an SM message and in the NAS Transport Error message include a back-off timer and the associated DNN. While the back-off timer for the specific DNN is running, then the UE will not send any NAS messages for the specific DNN.

Upon reception of the back-off timer for a DNN, the UE shall take the following actions until the timer expires:

-
If DNN is provided in association with the back-off timer, the UE shall not initiate any Session Management procedures for the congested DNN. The UE may initiate Session Management procedures for other DNNs. The UE shall not initiate any Session Management procedure for the corresponding APN when UE moves to EPS;

-
If DNN is not provided in association with the back-off timer, the UE shall not initiate any Session Management requests of any PDU Session Type without DNN. The UE may initiate Session Management procedures for specific DNN;

-
Cell/TA/PLMN/RAT change, change of untrusted non-3GPP access network or change of Access Type does not stop the back-off timer;

-
The UE is allowed to initiate the Session Management procedures for high priority access and emergency services even when the back-off timer is running; and

-
If the UE receives a network initiated Session Management Request message for the congested DNN while the back-off timer is running, the UE shall stop the Session Management back-off timer associated with this DNN and respond to the 5GC.
The UE is allowed to initiate PDU Session Release procedure (e.g. sending PDU Session Release Request message) when the back-off timer is running.

NOTE 3:
The UE does not delete the related back-off timer when disconnecting a PDU Session.

The UE shall support a separate back-off timer for every DNN that the UE may use.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the 5GC should select the back-off timer value so that deferred requests are not synchronized.

The DNN based Session Management congestion control is applicable to the NAS SM signalling initiated from the UE in the Control Plane. The Session Management congestion control does not prevent the UE to send and receive data or initiate Service Request procedures for activating User Plane connection towards the DNN(s) that are under Session Management congestion control.

5.19.7.4
S-NSSAI based congestion control

The use of the S-NSSAI based congestion control is for avoiding and handling of NAS signalling congestion associated with UEs for a particular S-NSSAI.

S-NSSAI based congestion control is applied as follows:

-
If an S-NSSAI is determined as congested, then the SMF may apply S-NSSAI based congestion control towards the UE for SM requests which includes an S-NSSAI, and provides a back-off timer, and an associated S-NSSAI and optionally a DNN;
-
The SMF may release PDU Sessions belonging to a congested S-NSSAI by sending a PDU Session Release Request message towards the UE with a back-off timer associated either to the S-NSSAI only (i.e. with no specific DNN) or to the S-NSSAI and a specific DN;

-
If S-NSSAI based congestion control is activated at AMF e.g., configured by OAM and an S-NSSAI is determined as congested, then the AMF applies S-NSSAI based congestion control towards the UE, by providing an NAS Transport Error message for the NAS Transport message carrying the SM message and in the NAS Transport Error message include a back-off timer associated either to an S-NSSAI only or to an S-NSSAI and a specific DNN;

-
Upon reception of a back-off timer with an associated S-NSSAI and optionally a DNN, the UE shall take the following actions:

-
If the back-off timer was associated with an S-NSSAI only (i.e. not with a DNN), the UE shall not initiate any Session Management procedures for the congested S-NSSAI until the timer is stopped or expires;

-
If the back-off timer was associated with an S-NSSAI and a DNN, then the UE shall not initiate any Session Management procedures for that combination of S-NSSAI and DNN until the timer is stopped or expires;

-
If the UE receives a network-initiated Session Management Request message for the congested S-NSSAI only (i.e. with no specific DNN) while the back-off timer associated with the S-NSSAI only is running, the UE shall stop this back-off timer and respond to the 5GC;

-
If the UE receives a network-initiated Session Management Request message for the congested S-NSSAI and a specific DNN while the back-off timer associated with the S-NSSAI and DNN is running, the UE shall stop this back-off timer and respond to the 5GC;
-
Cell/TA/PLMN/RAT change, change of untrusted non-3GPP access network or change of Access Type does not stop the back-off timer for the S-NSSAI or any combination of S-NSSAI and DNN;

-
The UE is allowed to initiate the Session Management procedures for high priority access and emergency services for the S-NSSAI even when the back-off timer associated to the S-NSSAI is running;
The UE is allowed to initiate PDU Session Release procedure (e.g. sending PDU Session Release Request message) when the back-off timer is running.

The UE shall support a separate back-off timer for every S-NSSAI and for every combination of S-NSSAI and DNN that the UE may use.

The back-off timer with an associated S-NSSAI and optionally a DNN shall not apply to Session Management procedures when UE moves from 5GS to EPS.

NOTE:
The UE is allowed to initate ESM procedures in EPS for the specific APN, and if an APN is congested in EPS, MME can send a ESM back-off timer for the APN to UE as specified in TS 23.401 [26].

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the 5GC should select the value of the back-off timer for the S-NSSAI based congestion control so that deferred requests are not synchronized.

The S-NSSAI based congestion control does not prevent the UE to send and receive data or initiate Service Request procedure for activating User Plane connection belonging to the S-NSSAI that is under the congestion control.

5.19.7.5
Group specific NAS level congestion control

The group specific NAS level congestion control applies to a specific group of UEs. Group specific NAS level congestion control is performed at the 5GC. The AMF and SMF may apply NAS level congestion control for a UE associated to an Internal-Group Identifier (see clause 5.9.7). There is no impact on the UE, and hence, UE's behaviour as described in clauses 5.19.2.2 and 5.19.2.3 does not change.

NOTE:
5GC logic for Group specific NAS level congestion control is not described in this Release of the specification.
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